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Writing Security Policies and Standards
with Marc Menninger

50 Security Policies
These are 50 common security policies you’re likely to encounter. You can find examples of each  
with a quick online search.

~~~~~~~~

1.	 Information Security Policy

2.	 Data Protection Policy

3.	 Acceptable Use Policy (AUP)

4.	 Access Control Policy

5.	 Incident Response Policy

6.	 Password Policy

7.	 Remote Access Policy

8.	 Bring Your Own Device (BYOD) Policy

9.	 Physical Security Policy

10.	 Encryption Policy

11.	 Network Security Policy

12.	 Personnel Security Policy

13.	 User Authentication Policy

14.	 Data Breach Response Policy

15.	 Email Security Policy

16.	 Privacy Policy

17.	 Endpoint Security Policy

18.	 Mobile Device Policy

19.	 Third-Party Security Policy

20.	 Patch Management Policy

21.	 Vulnerability Management Policy

22.	 Cloud Security Policy

23.	 Asset Management Policy

24.	 Backup Policy



2 of 2Writing Security Policies and Standards with Marc Menninger

25.	 Security Training and Awareness Policy

26.	 Risk Management Policy

27.	 Disaster Recovery Policy

28.	 Data Retention Policy

29.	 Change Management Policy

30.	 Security Monitoring Policy

31.	 Internet Usage Policy

32.	 Software Installation Policy

33.	 Wireless Security Policy

34.	 Security Audit Policy

35.	 Compliance Policy

36.	 Data Classification Policy

37.	 Log Management Policy

38.	 Malware and Antivirus Policy

39.	 Secure Development Policy

40.	 Intellectual Property Protection Policy

41.	 Security Governance Policy

42.	 Configuration Management Policy

43.	 Supplier Security Policy

44.	 Data Leakage Prevention Policy

45.	 Social Media Policy

46.	 Visitor Access Policy

47.	 Environmental Security Policy

48.	 Incident Reporting Policy

49.	 User Account Management Policy

50.	 Segregation of Duties Policy


